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PROJECT 5 - SOLARWINDS SUPPLY CHAIN ATTACK 2020
CVE Research Worksheet - TEACHER ANSWER KEY
Part 1: Deep Dive  |  5 Questions x 10 Points = 50 Points Total

	QUESTION 1 OF 5   |   10 POINTS

	[10 pts] What is the CVE number and CVSS score for this incident? If no CVE exists, what CISA advisory or identifier applies?

	MODEL ANSWER:
The SolarWinds supply chain attack (SUNBURST backdoor) does not have a single CVE because the initial compromise was of SolarWinds' own software build process - not a typical software vulnerability. The primary advisory is CISA Alert AA20-352A (Advanced Persistent Threat Compromise of Government Agencies, Critical Infrastructure, and Private Sector Organizations). However, related CVEs were exploited in follow-on attacks: CVE-2020-10148 (SolarWinds Orion API authentication bypass, CVSS 9.8 Critical) allowed unauthenticated remote access to Orion without needing the backdoor. CVE-2020-14005 (SolarWinds Serv-U FTP, CVSS 8.8 High) was also exploited. The SUNBURST backdoor itself is tracked as a malware campaign, not a CVE, because it was inserted into legitimate software by the attackers who compromised SolarWinds' internal systems.



	QUESTION 2 OF 5   |   10 POINTS

	[10 pts] Describe the vulnerability or weakness in your own words - plain English, no jargon.

	MODEL ANSWER:
Russian intelligence operatives (SVR/APT29, also known as Cozy Bear) infiltrated SolarWinds' internal software development environment - the systems where SolarWinds engineers write and compile their code. They inserted malicious code (called SUNBURST) into the legitimate build process for SolarWinds Orion, an IT monitoring tool used by thousands of organizations worldwide. When SolarWinds released routine software updates (versions 2019.4 through 2020.2.1) between March and June 2020, approximately 18,000 organizations downloaded and installed the update - which unknowingly contained the SUNBURST backdoor. The backdoor was designed to be stealthy: it lay dormant for 12-14 days after installation (to evade security sandboxes that analyze new software briefly). After activation, it communicated with attacker-controlled servers disguised as normal Orion traffic. The attackers then selectively chose which of the 18,000 infected organizations to actively exploit - ultimately targeting approximately 100 companies and 9 U.S. federal agencies.



	QUESTION 3 OF 5   |   10 POINTS

	[10 pts] When was the official patch or fix released? How much time passed between the fix being available and the breach occurring?

	MODEL ANSWER:
This timeline is fundamentally different from a typical CVE breach because the attack began when SolarWinds was compromised - estimated October 2019. Malicious updates were distributed: March through June 2020. Discovery timeline: December 8, 2020 - cybersecurity firm FireEye discovered their own network had been breached and traced it back to a SolarWinds update. December 12, 2020 - FireEye notified SolarWinds and Microsoft. December 13, 2020 - SolarWinds and CISA made public disclosure. December 14, 2020 - SolarWinds released clean software version (Orion 2020.2.1 HF 2). Total gap from initial infection to patch: approximately 9 months. Many affected organizations remained compromised for additional months as remediation was extremely complex - attackers had 9 months to establish deep persistence across hundreds of networks.



	QUESTION 4 OF 5   |   10 POINTS

	[10 pts] Who was involved in containing this incident? What specific actions were taken? How long did full containment take?

	MODEL ANSWER:
FireEye discovered their own breach on December 8, 2020 during a routine security audit - they noticed an employee enrolling a new MFA device from an unusual location. Investigation revealed FireEye's red team tools had been stolen. Tracing backward, they identified a SolarWinds Orion update as the infection vector. FireEye immediately notified SolarWinds, Microsoft, and U.S. government agencies. CISA issued Emergency Directive 21-01 on December 13, 2020 - all federal agencies were ordered to immediately disconnect and power down SolarWinds Orion products. NSA, FBI, CISA, and ODNI formed the Cyber Unified Coordination Group (UCG) to manage the federal response. Microsoft seized the domain used by SUNBURST for command-and-control communications, disrupting attacker access. SolarWinds released a clean update December 14, 2020. However, full remediation was not 'contained' in any traditional sense - affected organizations had been breached for up to 9 months, and forensic investigation and remediation took well into 2021. The attack was attributed to SVR (Russia's Foreign Intelligence Service) with high confidence by all U.S. intelligence agencies.



	QUESTION 5 OF 5   |   10 POINTS

	[10 pts] List your 3 most critical From Here On Out recommendations. Explain specifically WHY each one would have prevented or reduced this breach.

	MODEL ANSWER:
RECOMMENDATION 1 - Software Supply Chain Security (Build Integrity Verification): Organizations must verify the integrity of ALL software they install, especially from third-party vendors. Cryptographic code signing means software is digitally signed by the developer - any modification after signing breaks the signature. Additionally, critical software vendors (SolarWinds, Microsoft, Palo Alto, etc.) must implement secure build pipelines with integrity controls so attackers cannot inject code during the compilation process. WHY IT MATTERS: 18,000 organizations trusted a software update without verifying it had not been tampered with. Code signing and build environment security would have either prevented the insertion of SUNBURST or allowed organizations to detect the tampering before installation.
RECOMMENDATION 2 - Behavioral Monitoring and Zero Trust Architecture: IT monitoring software has no business making outbound connections to unusual domains or communicating with external servers in strange patterns. Network monitoring should flag any software - including trusted tools - that exhibits anomalous behavior. Zero trust means: even a trusted vendor's software is treated as untrusted until verified. Monitor ALL traffic from ALL applications, even ones you installed yourself. WHY IT MATTERS: SUNBURST was designed to blend in with normal Orion traffic. Organizations with strong behavioral baselines would have detected the unusual outbound communication patterns.
RECOMMENDATION 3 - Third-Party Vendor Security Assessments (Supply Chain Due Diligence): Before deploying critical infrastructure software, organizations should require vendors to provide SOC 2 Type II audit reports, penetration test results, and secure software development lifecycle (SSDLC) certifications. SolarWinds' internal build environment was compromised - their security practices were insufficient for the trust organizations placed in their product. WHY IT MATTERS: Organizations trusted SolarWinds unconditionally. Requiring vendors to prove their security posture creates accountability and catches weaknesses before they become your weaknesses.




	GRADING GUIDANCE

	10 pts - Complete, accurate, specific details with correct terminology.  |  7-9 pts - Mostly correct, minor gaps or vague on one sub-point.  |  4-6 pts - Partially correct, missing key facts or uses vague/generic language.  |  1-3 pts - Attempted but fundamentally incorrect or missing most information.  |  0 pts - Not attempted or copied verbatim from the internet without understanding.
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