MCCoE CYBERSECURITY APPRENTICESHIP PROGRAM
PROJECT 2 OF 8 — PART 2: FRAMEWORKS + EXECUTIVE SUMMARY

Third-Party Vendor Attack - POS Malware - 40 Million Cards Stolen

THIS PROJECT: Apply the NIST CSF and pentesting methodology. Write and present your professional
Executive Summary. This project ends with your Executive Summary submission (100 points).

PROJECT 2 - DAY 6 MONDAY — NIST CSF — DEFENSIVE FAILURE ANALYSIS 1-2 HRS

@ OBJECTIVE: Students apply all 5 NIST Cybersecurity Framework functions to identify exactly what the
organization did wrong and what they should have done.

PROJECT 2 - DAY 7 TUESDAY — 5 PHASES OF PENTESTING — ATTACKER

METHODOLOGY

@ OBJECTIVE: Students map the attacker's actions to the 5 pentesting phases. Think like an attacker to
become a better defender.

PROJECT 2 - DAY 8 WEDNESDAY — RECOMMENDATIONS WORKSHOP —

"FROM HERE ON OUT"

@ OBJECTIVE: Students develop and workshop 5 specific, actionable recommendations. Peer
collaboration to pressure-test each recommendation.

PROJECT 2 - DAY 9 THURSDAY — EXECUTIVE SUMMARY PRESENTATIONS + 1-2 HRS
SUBMISSION (100 PTS DUE)

@ OBJECTIVE: Students complete peer review, deliver professional executive summary presentations,

submit, and debrief the full incident.



