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PROJECT 1 - TARGET DATA BREACH 2013
CVE Research Worksheet - TEACHER ANSWER KEY
Part 1: Deep Dive  |  5 Questions x 10 Points = 50 Points Total

	QUESTION 1 OF 5   |   10 POINTS

	[10 pts] What is the CVE number and CVSS score for this incident? If no CVE exists, what CISA advisory or identifier applies?

	MODEL ANSWER:
There is no specific CVE for the Target breach. The attack exploited stolen credentials and poor network architecture - not a patchable software vulnerability. The relevant advisory is CISA Alert AA18-336A (Point-of-Sale Malware). The malware used was BlackPOS (also called Kaptoxa), a RAM scraping tool that extracted card data from POS terminal memory. No CVSS score applies because no software vulnerability was exploited - the root cause was a business process failure (inadequate vendor access controls and no network segmentation).



	QUESTION 2 OF 5   |   10 POINTS

	[10 pts] Describe the vulnerability or weakness in your own words - plain English, no jargon.

	MODEL ANSWER:
Fazio Mechanical, an HVAC company, had remote network access to Target's systems so they could monitor store temperatures. Attackers phished a Fazio employee, stole their login credentials, and used those credentials to get inside Target's network. Once inside, they found that Target's payment systems were on the same network as the vendor access portal - there was no wall between them. Attackers installed BlackPOS malware on Target's point-of-sale registers, which scraped credit card numbers directly from memory the moment a card was swiped. The data was then quietly moved to a staging server and exported. Three failures combined: (1) vendor credentials were not secured with MFA, (2) there was no network segmentation between vendor access and payment systems, and (3) FireEye's automated alerts detected the malware but the security team dismissed them as false positives.



	QUESTION 3 OF 5   |   10 POINTS

	[10 pts] When was the official patch or fix released? How much time passed between the fix being available and the breach occurring?

	MODEL ANSWER:
There was no software patch because no CVE was involved. This was a credential and architecture failure, not a software bug. The relevant 'fix' was preventive controls that should have already been in place: MFA for vendor accounts (should have been standard), network segmentation between vendor portals and payment systems (required by PCI DSS), and mandatory alert response procedures. Post-breach, Target implemented EMV chip-and-PIN card readers in 2015 (reducing the value of stolen card data), completely redesigned their network architecture, hired a new CISO, and invested + in security upgrades. The breach ran November 27 to December 15, 2013 - 18 days of undetected data theft.



	QUESTION 4 OF 5   |   10 POINTS

	[10 pts] Who was involved in containing this incident? What specific actions were taken? How long did full containment take?

	MODEL ANSWER:
FireEye's automated security system detected and flagged the BlackPOS malware in early December 2013 - but Target's security team in Bangalore dismissed the alerts as false positives and took no action. The breach was ultimately discovered by the U.S. Department of Justice on December 12-13, 2013 through their own investigation. Target was notified December 13, 2013. Target immediately engaged Mandiant (FireEye's forensics consulting arm) to investigate and contain. The malware was removed and the breach was contained by approximately December 15, 2013. The breach was publicly disclosed December 19, 2013. The full investigation, settlements, and security overhaul took years. Final result: .5M settlement with 47 states (2017),  class action settlement, CEO Gregg Steinhafel resigned May 2014. Total cost to Target exceeded .



	QUESTION 5 OF 5   |   10 POINTS

	[10 pts] List your 3 most critical From Here On Out recommendations. Explain specifically WHY each one would have prevented or reduced this breach.

	MODEL ANSWER:
RECOMMENDATION 1 - Third-Party Vendor Risk Management with MFA: Every vendor who receives network access must complete a security assessment and use multi-factor authentication. If Fazio Mechanical had been required to use MFA, the stolen password alone would not have granted access. This single control would have stopped the attack at the very first step. WHY IT MATTERS: The attack started because one stolen password equaled full network access. MFA breaks that chain.
RECOMMENDATION 2 - Network Segmentation (PCI DSS Zone Isolation): Payment card systems must be completely isolated from all other networks, including vendor access portals. Target was PCI DSS certified, yet their payment systems were reachable from a vendor's remote access connection. These must be treated as separate zones with no direct path between them. WHY IT MATTERS: Even after the attackers got into Target's network, proper segmentation would have stopped them from ever reaching the POS terminals.
RECOMMENDATION 3 - Mandatory Alert Response SLA: Every security alert above medium severity must receive documented human review within 15 minutes. No alert may be marked as a false positive without supervisor approval and a logged explanation. FireEye's system correctly detected BlackPOS and generated alerts - they were ignored. A mandatory response policy would have caught the attack within hours instead of days. WHY IT MATTERS: The tools worked. The process failed. A policy requiring action on alerts turns a missed detection into a contained incident.




	GRADING GUIDANCE

	10 pts - Complete, accurate, specific details with correct terminology.  |  7-9 pts - Mostly correct, minor gaps or vague on one sub-point.  |  4-6 pts - Partially correct, missing key facts or uses vague/generic language.  |  1-3 pts - Attempted but fundamentally incorrect or missing most information.  |  0 pts - Not attempted or copied verbatim from the internet without understanding.
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