	MISSOURI CYBERSECURITY CENTER OF EXCELLENCE  (MCCoE)

	CYBERSECURITY APPRENTICESHIP PROGRAM



COURSE SYLLABUS
Cybersecurity Incident Analysis & Executive Summary Writing
8 PROJECTS  ·  4 INCIDENTS  ·  2 PROJECTS PER INCIDENT

	Course:
	Cybersecurity Incident Analysis
	Format:
	1–2 Hours/Day · Mon–Thu

	Duration:
	8 Weeks
	Location:
	________________________________

	Instructor:
	Mr. King
	Email:
	cking@mccoe.org

	Start Date:
	________________________________
	End Date:
	________________________________



	COURSE OVERVIEW



In this 8-project course you will analyze four of the most significant real-world cybersecurity incidents in recent history. Each incident gets TWO full projects — one project to deeply research and understand the attack, and one project to analyze the defensive failures, apply every major cybersecurity framework, and produce a professional executive summary.



	8-PROJECT SCHEDULE AT A GLANCE



	PROJECT
	INCIDENT
	FOCUS
	DAILY TOPICS
	DUE THURSDAY

	1
	Target Data Breach (2013)
	PART 1 — DEEP DIVE
	CIA Triad · Kill Chain · MITRE ATT&CK · CVE Research
	CVE Research Worksheet
50 pts

	2
	Target Data Breach (2013)
	PART 2 — FRAMEWORKS & WRITING
	NIST CSF · Pentest Phases · Recommendations · Exec Summary
	Executive Summary #1
100 pts

	3
	Colonial Pipeline (2021)
	PART 1 — DEEP DIVE
	CIA Triad · Kill Chain · MITRE ATT&CK · CVE Research
	CVE Research Worksheet
50 pts

	4
	Colonial Pipeline (2021)
	PART 2 — FRAMEWORKS & WRITING
	NIST CSF · Pentest Phases · Recommendations · Exec Summary
	Executive Summary #2
100 pts

	5
	SolarWinds Supply Chain (2020)
	PART 1 — DEEP DIVE
	CIA Triad · Kill Chain · MITRE ATT&CK · CVE Research
	CVE Research Worksheet
50 pts

	6
	SolarWinds Supply Chain (2020)
	PART 2 — FRAMEWORKS & WRITING
	NIST CSF · Pentest Phases · Recommendations · Exec Summary
	Executive Summary #3
100 pts

	7
	Equifax Data Breach (2017)
	PART 1 — DEEP DIVE
	CIA Triad · Kill Chain · MITRE ATT&CK · CVE Research
	CVE Research Worksheet
50 pts

	8
	Equifax Data Breach (2017)
	PART 2 — FRAMEWORKS & WRITING
	NIST CSF · Pentest Phases · Recommendations · Exec Summary
	Executive Summary #4
100 pts



🔵 PART 1 PROJECTS:  Research and understand the attack — CIA Triad, Kill Chain, MITRE ATT&CK, CVE deep dive
🟢 PART 2 PROJECTS:  Apply defensive frameworks and write your Executive Summary — NIST CSF, Pentest Phases, Recommendations, Presentation



	HOW YOU WILL BE GRADED



You have 9 graded assignments over 8 projects: one CVE Research Worksheet at the end of each Part 1 project, one Executive Summary at the end of each Part 2 project, plus ongoing participation.

	ASSIGNMENT
	INCIDENT
	POINTS
	DUE

	CVE Worksheet #1
	Target Data Breach (2013)
	50
	Thursday — Project 1

	Executive Summary #1
	Target Data Breach (2013)
	100
	Thursday — Project 2

	CVE Worksheet #2
	Colonial Pipeline Ransomware (2021)
	50
	Thursday — Project 3

	Executive Summary #2
	Colonial Pipeline Ransomware (2021)
	100
	Thursday — Project 4

	CVE Worksheet #3
	SolarWinds Supply Chain Attack (2020)
	50
	Thursday — Project 5

	Executive Summary #3
	SolarWinds Supply Chain Attack (2020)
	100
	Thursday — Project 6

	CVE Worksheet #4
	Equifax Data Breach (2017)
	50
	Thursday — Project 7

	Executive Summary #4
	Equifax Data Breach (2017)
	100
	Thursday — Project 8

	Participation
	Daily engagement + peer feedback
	50
	Ongoing



TOTAL POINTS POSSIBLE:  650  (4 × CVE Worksheets + 4 × Executive Summaries + Participation)

	A
	B
	C
	D
	F
	LATE

	585–650
(90–100%)
	520–584
(80–89%)
	455–519
(70–79%)
	390–454
(60–69%)
	Below 390
	−10 pts
per day





	WHAT IS EXPECTED OF YOU



▶  Be Specific — Always
Vague answers earn no credit. Do not write "security was bad." Write "Equifax failed to apply a critical patch for 69 days after it was publicly released." Specificity is the difference between passing and failing.

▶  Write for a Non-Technical Audience
Your executive summaries are written for a CEO, not a hacker. Every sentence must be understandable to someone with no cybersecurity background. If your grandmother would not understand it, rewrite it.

▶  Use the Official Template
Every executive summary must use the MCCoE Executive Summary Template. Every CVE worksheet must use the worksheet in your week packet. No exceptions.

▶  Submit On Time
CVE Worksheets are due every Part 1 Thursday. Executive Summaries are due every Part 2 Thursday. Late work loses 10 points per day.

▶  Participate Every Day
Discussion is not optional. Ask questions. Challenge ideas. Share your opinion. Participation is 50 of your 650 points — and the daily learning you get from participation is worth far more than that.

▶  Use the Resources
nvd.nist.gov for CVEs · attack.mitre.org for MITRE ATT&CK · cisa.gov for advisories · nist.gov/cyberframework for NIST CSF. These are free, authoritative, and used by real professionals every day.

▶  Do Your Own Work
Your executive summary must be your own analysis in your own words. Copying from another student or submitting AI-generated text as your own work results in a zero for that assignment.
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