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8-Week Cybersecurity Foundations Curriculum
Progressive Training Modules for Cybersecurity Professionals
Missouri Cybersecurity Center of Excellence


Prepared By: MCCoE Training Division
Framework: NIST Cybersecurity Framework / CompTIA Security+
Duration: 8 Weeks | 2-3 Hours Per Module
Level: Foundational to Intermediate
Date: July 2026
Classification: Internal Use


Program Overview
This 8-week curriculum builds foundational and practical cybersecurity skills through a progressive, modular approach aligned with the NIST Cybersecurity Framework, MITRE ATT&CK, and industry certifications (CompTIA Security+, CEH). Learners advance from core theory to hands-on tool use and penetration testing methodology. All resources listed are free to access. Each module requires approximately 2-3 hours of reading/video and 1-2 hours of hands-on lab work.
Curriculum At A Glance
	Week
	Module Title
	Topics Covered
	NIST Function

	1
	Cybersecurity Foundations
	CIA Triad, DAD Triad
	Identify

	2
	Network Fundamentals
	OSI Model (All 7 Layers)
	Identify / Protect

	3
	Threat Landscape
	Threat Intelligence, Malicious Code
	Identify / Detect

	4
	Human Factors
	Social Engineering, Password Attacks
	Protect

	5
	Kali Linux Basics
	Linux CLI, Kali Tool Categories
	Protect / Detect

	6
	Network Reconnaissance
	Nmap Scanning and Analysis
	Identify / Detect

	7
	Secure Development
	Secure Coding, SDLC Security
	Protect

	8
	Penetration Testing
	5 Steps of Pentesting, Capstone
	Identify / Respond



Prerequisites
• Basic computer literacy (file management, web browser)
• Computer with at least 8 GB RAM for running virtual machines in Weeks 5 and 6
• Free accounts created at: TryHackMe.com and HackTheBox.com
• VirtualBox (free download at virtualbox.org) installed before Week 5
• CyberSec_Academy.html on Desktop (provided - used in Weeks 1, 4, and 8)


Week 1 - Cybersecurity Foundations
Topics: CIA Triad | DAD Triad
The CIA Triad is the foundational framework of information security. Every security control, policy, and best practice maps to at least one of its three elements. The DAD Triad is the attacker's mirror image and helps learners understand exactly what adversaries are trying to achieve.
Learning Objectives
• Define and explain Confidentiality, Integrity, and Availability with real-world examples
• Define Disclosure, Alteration, and Denial and map each to a CIA violation
• Identify which CIA element is violated in a given security incident
• Name at least two security controls that address each CIA element
Key Concepts
CIA Triad
	Element
	Definition
	Example Attack That Breaks It
	Example Controls

	Confidentiality
	Only authorized parties can access data
	Data breach exposing customer records
	Encryption, MFA, data classification, access controls

	Integrity
	Data is accurate, complete, and unmodified
	DNS cache poisoning redirects users
	Hashing (SHA-256), digital signatures, checksums

	Availability
	Systems and data accessible when needed
	Ransomware halting operations
	Redundancy, backups, DDoS mitigation, failover



DAD Triad (Attacker Perspective)
	DAD Element
	CIA It Breaks
	Real-World Example

	Disclosure
	Confidentiality
	Equifax breach (2017) - 147 million records exposed

	Alteration
	Integrity
	SolarWinds (2020) - malicious code inserted into trusted software update

	Denial
	Availability
	Colonial Pipeline (2021) - ransomware halted 45% of U.S. East Coast fuel supply



Free Resources
	Resource
	Platform
	Type
	Cost

	Pre-Security Learning Path
	TryHackMe (tryhackme.com)
	Guided interactive labs
	Free

	Introduction to Cybersecurity
	Cisco NetAcad (netacad.com)
	Video course
	Free

	Security+ Study Guide videos
	Professor Messer (professormesser.com)
	Video series
	Free

	NIST SP 800-12
	nist.gov
	Reference document
	Free

	CyberSec Academy - Quiz Module
	Desktop (CyberSec_Academy.html)
	Interactive quiz
	Free



Hands-On Activities
• Research 5 real-world incidents (Equifax, WannaCry, SolarWinds, Colonial Pipeline, Target 2013) and map each to the CIA/DAD violation it represents
• Complete the CIA Triad and zero-day questions in CyberSec Academy quiz on your Desktop
• Write a 1-paragraph reflection: which CIA element is hardest to protect and why
Weekly Assessment
Quiz: Define all six CIA/DAD elements from memory. Case Study: Given a written incident scenario, identify the element violated and name one preventive and one detective control that would have helped.


Week 2 - Network Fundamentals
Topics: OSI Model
The OSI (Open Systems Interconnection) model describes how data moves across a network in 7 distinct layers. Security professionals use it to identify exactly where an attack occurs and which defensive control applies. Every network attack from MAC spoofing to SQL injection targets a specific OSI layer.
Learning Objectives
• Name all 7 OSI layers and describe the primary function of each
• Identify at least 2 protocols associated with each layer
• Map 7 common attack types to the OSI layer they target
• Explain data encapsulation (sending) and decapsulation (receiving)
Key Concepts
	Layer
	Name
	Key Protocols
	Common Attacks

	7
	Application
	HTTP, HTTPS, DNS, FTP, SMTP, SSH
	SQL Injection, XSS, Phishing, DNS Spoofing

	6
	Presentation
	TLS/SSL, JPEG, ASCII, MPEG
	SSL Stripping, Encoding Attacks

	5
	Session
	NetBIOS, RPC, PPTP
	Session Hijacking

	4
	Transport
	TCP, UDP
	SYN Flood, Port Scanning, UDP Flood

	3
	Network
	IP, ICMP, OSPF, BGP
	IP Spoofing, ICMP Flood, Routing Attacks

	2
	Data Link
	Ethernet, MAC, ARP, 802.11
	MAC Spoofing, ARP Poisoning

	1
	Physical
	Cables, Hubs, Wi-Fi signals
	Physical Interception, Signal Jamming



Memory Aid (Layer 7 to 1): All People Seem To Need Data Processing
Memory Aid (Layer 1 to 7): Please Do Not Throw Sausage Pizza Away
Free Resources
	Resource
	Platform
	Type
	Cost

	Networking Fundamentals rooms
	TryHackMe (tryhackme.com)
	Interactive labs
	Free

	OSI Model video series
	Professor Messer (professormesser.com)
	Video
	Free

	Networking Basics course
	Cisco NetAcad (netacad.com)
	Online course
	Free

	Networking and OSI videos
	NetworkChuck (YouTube)
	Video
	Free



Hands-On Activities
• Draw and label all 7 OSI layers from memory, then verify against the table above
• Sort 15 protocols (Telnet, ARP, TCP, HTTP, DNS, SMTP, IP, 802.11, TLS, FTP, ICMP, SSH, UDP, BGP, NetBIOS) into the correct layer
• For each attack type in the table, write one sentence explaining why it targets that specific layer
Weekly Assessment
Layer Quiz: Given 10 attack scenarios, identify the OSI layer targeted. Protocol Sort: Place 15 protocols into the correct OSI layer without references.


Week 3 - Threat Landscape
Topics: Threat Intelligence | Malicious Code
Threat intelligence transforms raw data about attackers into actionable knowledge that defenders can use. Malicious code - malware - is the primary weapon in the threat actor toolkit. Recognizing malware types, behaviors, and indicators is a core skill for SOC analysts, incident responders, and penetration testers alike.
Learning Objectives
• Distinguish between strategic, tactical, operational, and technical threat intelligence
• Identify and describe at least 9 types of malware and their behaviors
• Navigate the MITRE ATT&CK framework and locate techniques for a given tactic
• Define Indicator of Compromise (IOC) and list four examples
Key Concepts
Types of Threat Intelligence
	Type
	Audience
	Example

	Strategic
	Executives / Board
	Ransomware attacks on healthcare increased 125% in 2024

	Tactical
	Security architects and managers
	Attackers use spear phishing for initial access, then use EternalBlue to move laterally

	Operational
	SOC teams and IR responders
	Threat actor group X is targeting financial firms in the Midwest this quarter

	Technical
	SIEM and detection engineers
	IOCs: IP 185.220.x.x, hash 4a5f6b..., domain evil-update.ru, YARA rule attached



Malware Types
	Type
	Behavior
	Notable Example

	Virus
	Attaches to files; spreads when host file is executed by user
	ILOVEYOU worm/virus (2000) -  damage

	Worm
	Self-replicates across networks with no user action required
	WannaCry (2017) - 230,000 machines in 150 countries

	Trojan
	Disguised as legitimate software to trick user into running it
	Emotet banking trojan - most costly malware in history

	Ransomware
	Encrypts victim files and demands payment for decryption key
	Colonial Pipeline (2021) - .4M ransom paid

	Spyware
	Silently monitors and exfiltrates user activity and keystrokes
	Pegasus - NSO Group nation-state spyware

	Rootkit
	Hides malware and attacker presence deep within the OS
	Stuxnet rootkit component (2010)

	Keylogger
	Records all keystrokes to steal credentials and sensitive data
	Bundled in many Remote Access Trojans

	RAT (Remote Access Trojan)
	Gives attacker full remote control of infected machine
	DarkComet, AsyncRAT, njRAT

	Botnet Agent
	Joins infected device to attacker-controlled zombie network
	Mirai IoT botnet (2016) - largest DDoS in history at the time



MITRE ATT&CK Framework
• A knowledge base of real-world adversary tactics, techniques, and procedures (TTPs)
• 14 Tactics - the WHY: Initial Access, Execution, Persistence, Privilege Escalation, Defense Evasion, Credential Access, Discovery, Lateral Movement, Collection, C2, Exfiltration, Impact
• Techniques - the HOW: specific methods used under each tactic (e.g., T1566 - Phishing under Initial Access)
• Used in SOCs to write detection rules, map coverage gaps, and describe incidents in a common language
Free Resources
	Resource
	Platform
	Type
	Cost

	MITRE ATT&CK Navigator
	attack.mitre.org
	Interactive framework
	Free

	Threat Intelligence rooms
	TryHackMe (tryhackme.com)
	Labs
	Free

	CISA Cybersecurity Advisories
	cisa.gov
	Real threat reports
	Free

	VirusTotal file and URL scanner
	virustotal.com
	Malware analysis tool
	Free

	Any.Run interactive sandbox
	any.run
	Malware behavior analysis
	Free (limited)

	SOC Simulator - 3 Scenarios
	CyberSec_Academy.html (Desktop)
	Interactive simulation
	Free



Hands-On Activities
• Find a recent advisory on cisa.gov; identify the malware type and list every IOC provided
• Visit attack.mitre.org and search for T1486 (Data Encrypted for Impact); list 3 detection opportunities
• Complete all 3 SOC Analyst Simulator scenarios in CyberSec Academy on your Desktop
• Submit a renamed .txt file to VirusTotal and explore the Detection, Details, and Behavior tabs
Weekly Assessment
Malware ID: Match 9 behavior descriptions to the correct malware type. ATT&CK Mapping: Given a described attack chain, map each phase to the correct MITRE ATT&CK Tactic and name one Technique within it.


Week 4 - Human Factors
Topics: Social Engineering | Password Attacks
The most advanced firewall cannot stop an employee who hands over their password to a caller claiming to be IT support. Social engineering and password attacks exploit people - consistently the most vulnerable element in any security program. Building recognition and resistance to these attacks is a foundational skill for every cybersecurity professional.
Learning Objectives
• Identify and describe 8 types of social engineering attacks
• Explain 5 types of password attacks and what makes each effective
• Evaluate password strength using entropy and complexity principles
• Implement MFA, password managers, and phishing-resistant habits in practice
Key Concepts
Social Engineering Attack Types
	Attack
	Method
	Real-World Example

	Phishing
	Mass email impersonating a legitimate entity
	Fake PayPal email to harvest credentials from thousands of users

	Spear Phishing
	Targeted phishing using personal details about the victim
	Email using victim's name, employer, and manager to appear legitimate

	Whaling
	Phishing campaign specifically targeting C-suite executives
	Fake legal notice sent to CEO requesting emergency wire transfer

	Vishing
	Voice/phone-based social engineering
	Caller impersonates IT helpdesk and asks employee to reset password

	Smishing
	SMS-based phishing attack
	Fake USPS text: 'Your package is held - click to pay .99'

	Pretexting
	Fabricated scenario to build trust and extract information
	Attacker claims to be auditor needing system access credentials

	Tailgating
	Following authorized person through a secured physical door
	Attacker carries boxes so employees hold the secure door open

	Baiting
	Leaving infected USB or making an enticing digital offer
	USB drive labeled 'Payroll 2026' left in company parking lot



Password Attack Types
	Attack
	Method
	Defense

	Brute Force
	Try every possible character combination
	Long passwords; account lockout after N failures

	Dictionary Attack
	Wordlist of common passwords tried in sequence
	Avoid common words; passphrases; check against breached lists

	Credential Stuffing
	Use leaked username/password pairs from one breach on other sites
	Unique password per site; MFA; breach monitoring

	Password Spraying
	One or two common passwords tried against thousands of accounts
	Block common passwords; monitor for distributed failed logins

	Rainbow Table
	Precomputed hash-to-password lookup tables
	Salted hashes (bcrypt, scrypt, Argon2) defeat rainbow tables



Free Resources
	Resource
	Platform
	Type
	Cost

	Phishing analysis rooms
	TryHackMe (tryhackme.com)
	Lab
	Free

	Have I Been Pwned breach lookup
	haveibeenpwned.com
	Tool
	Free

	Phishing Spotter game
	CyberSec_Academy.html (Desktop)
	Interactive mini-game
	Free

	Password Checker
	CyberSec_Academy.html (Desktop)
	Interactive analyzer
	Free

	Google Phishing Quiz
	phishingquiz.withgoogle.com
	Quiz
	Free

	KnowBe4 Free Security Awareness Resources
	knowbe4.com
	Awareness materials
	Free



Hands-On Activities
• Check your work email domain at haveibeenpwned.com; document any breaches found and which passwords may have been exposed
• Complete all 3 phishing emails in CyberSec Academy Phishing Spotter - aim for 100% before moving on
• Test 5 different password strategies in CyberSec Academy Password Checker; document what improved each score
• Find a real phishing email example from news coverage or PhishTank and document every red flag
Weekly Assessment
Attack ID Quiz: Match 8 scenario descriptions to the correct social engineering or password attack type. Phishing Analysis: Given a provided suspicious email, list every red flag and explain why each element is suspicious.


Week 5 - Kali Linux Basics
Topics: Linux CLI | Kali Linux Environment | Tool Overview
Kali Linux is the industry-standard platform for penetration testing and security research, maintained by Offensive Security and pre-installed with over 600 security tools. Proficiency in the Linux command line is a prerequisite for every tool in the Kali arsenal. This week establishes the working environment used through Week 8.
Learning Objectives
• Install Kali Linux as a virtual machine using VirtualBox (free)
• Navigate the Linux filesystem and execute 15 essential terminal commands correctly
• Identify the 7 major Kali tool categories and name at least 3 tools from each
• Understand the legal and ethical requirements for using Kali Linux
Key Concepts
Essential Linux Commands
	Command
	Function
	Example

	ls -la
	List all files including hidden, with permissions
	ls -la /etc

	cd
	Change directory
	cd /var/log

	pwd
	Print current working directory
	pwd

	cat
	Display file contents
	cat /etc/hosts

	grep
	Search for text patterns in files
	grep 'root' /etc/passwd

	find
	Search filesystem for files by name or type
	find / -name '*.conf' 2>/dev/null

	chmod
	Change file permissions
	chmod 755 script.sh

	sudo
	Execute command with administrator privileges
	sudo apt update

	apt install
	Install software packages
	sudo apt install nmap

	ifconfig / ip a
	Display network interface information
	ip addr show

	ping
	Test network connectivity to a host
	ping 8.8.8.8 -c 4

	netstat -tulpn
	Show listening ports and active connections
	sudo netstat -tulpn

	ps aux
	List all running processes
	ps aux | grep apache

	history
	Show previously run commands
	history | grep nmap

	man
	Display the manual page for any command
	man nmap



Kali Linux Tool Categories
	Category
	Purpose
	Key Tools

	Information Gathering
	Reconnaissance - collect data about targets
	Nmap, theHarvester, Maltego, Recon-ng

	Vulnerability Analysis
	Identify weaknesses in systems and services
	Nikto, OpenVAS, Lynis

	Web Application Analysis
	Test web apps for OWASP Top 10 vulnerabilities
	Burp Suite, OWASP ZAP, SQLmap

	Password Attacks
	Crack, brute-force, or spray credentials
	Hydra, John the Ripper, Hashcat

	Wireless Attacks
	Test wireless network security
	Aircrack-ng, Kismet, Wifite

	Exploitation Tools
	Execute attacks against identified vulnerabilities
	Metasploit Framework, BeEF

	Forensics
	Analyze disk images and memory for evidence
	Autopsy, Volatility, Binwalk



LEGAL REQUIREMENT: Kali Linux tools must ONLY be used on systems and networks you own or have explicit written authorization to test. Unauthorized use is a federal crime under the Computer Fraud and Abuse Act (CFAA). All lab work must be performed on isolated virtual machines.
Free Resources
	Resource
	Platform
	Type
	Cost

	Linux Fundamentals Parts 1, 2, and 3
	TryHackMe (tryhackme.com)
	Interactive labs
	Free

	Bandit wargame (Linux terminal practice)
	OverTheWire (overthewire.org)
	Terminal wargame
	Free

	Kali Linux official documentation
	kali.org/docs
	Reference docs
	Free

	Kali Linux Basics video series
	NetworkChuck (YouTube)
	Video
	Free

	VirtualBox hypervisor
	virtualbox.org
	Software download
	Free

	Kali Linux ISO
	kali.org
	OS download
	Free



Hands-On Activities
• Install VirtualBox and create a Kali Linux VM; document each step with a screenshot
• Complete all 15 commands from the table above in the Kali terminal; record output of each
• Open Kali Applications menu and document 3 tools from each of the 7 categories with a one-line description
• Complete at least 5 levels of the OverTheWire Bandit wargame to build terminal fluency
Weekly Assessment
Command Quiz: Given a task in plain English, write the correct terminal command. Tool Matching: Match 14 security tasks to the correct Kali tool category and one specific tool.


Week 6 - Network Reconnaissance
Topics: Nmap (Network Mapper)
Nmap is the most widely used network scanning tool in both offensive security and network administration. Created in 1997 and continuously updated, it remains the gold standard for host discovery, port scanning, service version detection, and OS fingerprinting. Interpreting Nmap output is a core skill for SOC analysts, network administrators, and penetration testers.
Learning Objectives
• Execute at least 7 different Nmap scan types from the command line
• Interpret Nmap output: identify open ports, services, versions, and OS guess
• Explain the difference between open, closed, and filtered port states
• Use Nmap Scripting Engine (NSE) scripts to perform vulnerability checks
Key Concepts
Nmap Command Reference
	Command
	Scan Type
	Best Used For

	nmap [target]
	Default (top 1000 TCP ports)
	Quick first look at a target

	nmap -sS [target]
	SYN / Stealth scan
	Standard pentest scan - fast and less noisy

	nmap -sV [target]
	Service version detection
	Identify software running on each open port

	nmap -sC [target]
	Default NSE script scan
	Gather additional service info automatically

	nmap -A [target]
	Aggressive (OS + version + scripts + traceroute)
	Full picture during authorized engagements

	nmap -p 80,443 [target]
	Scan specific ports
	Target known web service ports

	nmap -p- [target]
	Scan all 65,535 ports
	Thorough scan - finds services on non-standard ports

	nmap -sU [target]
	UDP scan
	Find UDP services: DNS, SNMP, DHCP, TFTP

	nmap -oN results.txt [target]
	Save output to text file
	Documentation and reporting

	nmap --script vuln [target]
	Vulnerability detection scripts
	Quick vulnerability check during authorized test






Port States Explained
	State
	Meaning
	Implication

	Open
	A service is actively listening and accepting connections
	Primary finding - investigate the service version

	Closed
	Port is reachable but no service is listening
	Port accessible; useful for OS fingerprinting

	Filtered
	Firewall is blocking Nmap from determining state
	Firewall present; try different scan types

	Open|Filtered
	Cannot determine if open or filtered
	Common with UDP scans - requires follow-up



LEGAL REQUIREMENT: Only scan systems you own or have explicit written permission to test. Unauthorized network scanning violates the Computer Fraud and Abuse Act (CFAA) and similar laws worldwide. Scan only your isolated lab VMs.
Free Resources
	Resource
	Platform
	Type
	Cost

	Nmap room
	TryHackMe (tryhackme.com)
	Interactive lab
	Free

	Nmap: The Network Mapper (complete book)
	nmap.org/book
	Free online book
	Free

	Nmap tutorial videos
	NetworkChuck (YouTube)
	Video
	Free

	Starting Point tier 1 machines
	Hack The Box (hackthebox.com)
	Practice targets
	Free

	Metasploitable 2 (intentionally vulnerable VM)
	Rapid7 / SourceForge
	Lab target download
	Free



Hands-On Activities
• Scan your Metasploitable 2 VM from Kali using 5 different scan types; document and compare results
• Run 'nmap --script vuln [target]' against your lab VM; document every vulnerability found
• Interpret a printed Nmap output provided by instructor: list all open ports, services, versions, and OS
• Write a one-page scanning report: port, service, version, risk level, and recommended fix for each finding
Weekly Assessment
Command Writing: Given 5 scanning scenarios in plain English, write the correct Nmap command. Output Interpretation: Given a printed Nmap result, answer 10 questions about the target (OS, open ports, services, vulnerabilities).


Week 7 - Secure Development
Topics: Secure Coding | Software Development Life Cycle (SDLC)
Approximately 90% of security incidents involve exploitation of software vulnerabilities. Integrating security into every phase of the Software Development Life Cycle - the DevSecOps 'shift left' approach - is far more cost-effective than finding vulnerabilities in production. This module is essential for developers, security analysts, and anyone collaborating with software teams.
Learning Objectives
• Identify and describe each of the OWASP Top 10 web application vulnerabilities
• Apply at least one security activity to each phase of the SDLC
• Recognize vulnerable code patterns and describe the secure alternative
• Explain the DevSecOps shift-left concept and its business value
Key Concepts
OWASP Top 10 (2021)
	Rank
	Vulnerability
	Description
	Key Prevention

	A01
	Broken Access Control
	Users can act outside their intended permissions
	RBAC, deny by default, test all access paths

	A02
	Cryptographic Failures
	Sensitive data exposed via weak or missing encryption
	TLS 1.2+, AES-256, bcrypt for passwords

	A03
	Injection
	Malicious input sent to interpreter (SQL, OS, LDAP)
	Parameterized queries, input validation, WAF

	A04
	Insecure Design
	Security gaps baked in at the architecture level
	Threat modeling, security requirements, design review

	A05
	Security Misconfiguration
	Default credentials, open storage, verbose error messages
	Hardening, config management, automated scanning

	A06
	Vulnerable Components
	Using libraries or frameworks with known vulnerabilities
	SCA tools, patch management, software inventory

	A07
	Auth Failures
	Broken authentication, weak session management
	MFA, secure tokens, account lockout policies

	A08
	Integrity Failures
	Code or data without integrity verification; insecure CI/CD
	Digital signatures, signed packages, SBOM

	A09
	Logging Failures
	Insufficient logging means attacks go undetected
	Log all auth events, feed into SIEM, retain 90+ days

	A10
	SSRF
	App fetches remote resources from attacker-controlled URL
	Allowlist valid URLs, block internal network requests



Security Activities by SDLC Phase
	SDLC Phase
	Security Activities
	Tools / Methods

	Planning
	Risk assessment; define security requirements; identify compliance needs
	Risk register, compliance checklist

	Requirements
	Write abuse cases; define security acceptance criteria
	User stories with security criteria

	Design
	Threat modeling (STRIDE); security architecture review; data flow diagrams
	Microsoft Threat Modeling Tool

	Development
	Secure coding standards; code review; Static Application Security Testing (SAST)
	Semgrep, SonarQube, Bandit

	Testing
	Dynamic testing (DAST); penetration testing; dependency scanning
	OWASP ZAP, Burp Suite, Snyk

	Deployment
	Server hardening; secrets management; least-privilege service accounts
	CIS Benchmarks, HashiCorp Vault

	Maintenance
	Patch management; vulnerability scanning; incident response planning
	Nessus, Qualys, patch Tuesday



Free Resources
	Resource
	Platform
	Type
	Cost

	OWASP Top 10 documentation
	owasp.org
	Reference guide
	Free

	OWASP WebGoat (intentionally vulnerable app)
	owasp.org/WebGoat
	Hands-on lab
	Free

	Secure coding rooms
	TryHackMe (tryhackme.com)
	Labs
	Free

	NIST SP 800-64 (SDLC security)
	nist.gov
	Reference guide
	Free

	OWASP and secure coding videos
	John Hammond (YouTube)
	Video
	Free



Hands-On Activities
• Review owasp.org Top 10 and find one real CVE example for each of the 10 vulnerability categories
• Install OWASP WebGoat and complete the SQL Injection module - exploit it, then implement the fix
• Draw the SDLC as a cycle and annotate one security tool or activity at each of the 7 phases
• Review 3 vulnerable code snippets (provided) and write the corrected secure version with explanation
Weekly Assessment
Vulnerability Matching: Given 10 scenario descriptions, match each to the correct OWASP category. SDLC Security: For each of 5 SDLC phases, name two security activities and one tool that supports them.


Week 8 - Penetration Testing Methodology
Topics: The 5 Steps of Pentesting | Capstone Integration
Penetration testing is the authorized simulation of a cyberattack designed to identify and demonstrate vulnerabilities before malicious actors exploit them. The 5-step methodology provides a repeatable, professional framework used by security firms globally. This capstone week integrates all prior modules into a complete simulated engagement with a professional deliverable.
Learning Objectives
• Execute all 5 phases of a penetration test in an authorized lab environment
• Explain the legal and ethical framework that governs penetration testing
• Write a professional penetration test report with an executive and technical section
• Integrate skills from all 8 modules into a cohesive simulated engagement
Key Concepts
The 5 Steps of Penetration Testing
	Phase
	Name
	Activities
	Tools Used

	1
	Reconnaissance
	Passive OSINT (WHOIS, Shodan, LinkedIn, Google dorking); Active info gathering (Nmap, theHarvester)
	theHarvester, Maltego, Google, Shodan, WHOIS

	2
	Scanning
	Port/service enumeration; vulnerability scanning; banner grabbing; map the attack surface
	Nmap, Nikto, OpenVAS

	3
	Gaining Access
	Exploit identified vulnerabilities; use Metasploit or manual exploits; obtain initial foothold/shell
	Metasploit, SQLmap, Burp Suite, Hydra

	4
	Maintaining Access
	Privilege escalation; lateral movement; establish persistence to demonstrate attacker dwell time
	Metasploit post-modules, custom scripts

	5
	Reporting
	Executive summary (business risk); technical findings (step-by-step); remediation roadmap prioritized by severity
	Word/PDF, Dradis, Faraday




Legal Framework - Required Before Every Engagement
	Requirement
	Description

	Written Authorization
	Signed Rules of Engagement (ROE) or Statement of Work from the system owner - no exceptions

	Defined Scope
	Exact list of IP ranges, systems, and permitted attack types - stay within scope at all times

	Get-Out-of-Jail Letter
	Written confirmation of authorization to carry with you in case law enforcement is contacted

	Emergency Contact
	Client point of contact to call immediately if a critical live vulnerability is discovered

	CFAA Compliance
	Unauthorized computer access is a federal felony - written authorization is non-negotiable



Pentest Report Structure
• Executive Summary - 1 page; business risk in non-technical language; overall risk rating; top 3 findings
• Technical Findings - One section per finding: title, severity (CVSS), description, evidence with screenshots, remediation steps
• Risk Ratings - Critical / High / Medium / Low / Informational with CVSS scores where applicable
• Remediation Roadmap - Prioritized fix list with estimated effort and business impact if left unaddressed
• Appendix - Raw Nmap output, full command history, tool configurations used
Free Resources
	Resource
	Platform
	Type
	Cost

	Jr Penetration Tester learning path
	TryHackMe (tryhackme.com)
	Full structured path
	Free (some rooms)

	Starting Point tier 1 and 2 machines
	Hack The Box (hackthebox.com)
	Guided practice targets
	Free

	Metasploitable 2 vulnerable VM
	Rapid7 / SourceForge
	Lab target download
	Free

	HackTricks pentest reference
	book.hacktricks.xyz
	Online reference
	Free

	Pentest report templates
	GitHub (search: pentest report template)
	Word/LaTeX templates
	Free

	CyberSec Academy - SOC Simulator
	CyberSec_Academy.html (Desktop)
	Defender review
	Free





Hands-On Capstone Activities
• Full pentest engagement: Perform all 5 phases against your Metasploitable 2 VM using Kali Linux
• Document every command run, every finding discovered, and capture screenshots throughout
• Write a complete professional pentest report: executive summary plus at least 3 technical findings with remediation
• Capstone presentation: present findings to the group as if presenting to a client (15 minutes)
• Bonus: Complete a TryHackMe or Hack The Box machine and document it using the 5-step framework
Weekly Assessment
Practical: Authorized pentest against a provided lab VM; submit a complete professional report. Written: Match 10 pentest activities to their correct phase. Oral: 15-minute client-style debrief of findings and recommendations.


Recommendation Adds: 
· CJIS certification  
· Professionalism stuff 
· Checking email regularly
· Drafting emails correctly
· Things like this 

Really well done.  Look forward to seeing this come to life!! 


Appendix - Additional Resources and Certification Path
Recommended Free Learning Platforms
	Platform
	Best For
	Website

	TryHackMe
	Beginners to intermediate; browser-based guided labs
	tryhackme.com

	Hack The Box
	Intermediate to advanced; realistic machines
	hackthebox.com

	OverTheWire
	Linux terminal and basic exploitation wargames
	overthewire.org

	Cisco NetAcad
	Networking fundamentals and cybersecurity courses
	netacad.com

	CISA Resources
	Real threat intelligence and best practice guides
	cisa.gov

	MITRE ATT&CK
	Adversary tactics, techniques, and procedures
	attack.mitre.org

	OWASP
	Web application security standards, tools, and training
	owasp.org

	NIST
	Security standards, frameworks, and free publications
	nist.gov

	Professor Messer
	Free Security+ and Network+ video courses
	professormesser.com

	NetworkChuck (YouTube)
	Engaging networking, Linux, and hacking videos
	youtube.com - search NetworkChuck



Recommended Certification Pathway
	Certification
	Issuer
	Curriculum Alignment
	Level

	CompTIA Network+
	CompTIA
	Week 2 (OSI model, protocols)
	Foundational

	CompTIA Security+
	CompTIA
	Weeks 1-4 (all foundations)
	Foundational

	CompTIA Linux+
	CompTIA
	Week 5 (Linux CLI)
	Foundational

	CompTIA PenTest+
	CompTIA
	Weeks 6-8 (pentest methodology)
	Intermediate

	CEH - Certified Ethical Hacker
	EC-Council
	Weeks 5-8 (tools and methodology)
	Intermediate

	OSCP - Offensive Security Certified Professional
	Offensive Security
	Full curriculum and beyond
	Advanced



CyberSec Academy Tool - Desktop Integration
The CyberSec_Academy.html file on your Desktop integrates directly with this curriculum at zero cost:
	Module
	Curriculum Week
	Skills Reinforced

	Quiz (20 questions)
	Weeks 1-4
	CIA Triad, SIEM, MFA, zero-days, malware types, OSI model, ATT&CK

	SOC Analyst Simulator (3 scenarios)
	Week 3
	Incident response, threat intelligence, defender decision-making

	Password Strength Checker
	Week 4
	Password attack defenses, entropy, complexity requirements

	Phishing Email Spotter (3 emails)
	Week 4
	Social engineering recognition, red flag identification
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